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Key Requirements
   1. We protected federal contract information (FCI) systems through:
            a. Integrity, by guarding against improper information modiöcation or destruction, and ensuring     
                  information nonrepudiation and authenticity.
            b. Conödentiality, by preserving authorized restrictions on data access and disclosure, including 
                  means for protecting personal privacy and proprietary information.
                        c. Availability, by ensuring timely and reliable access and use of information.
   2. We adopted and implemented the policies, procedures, controls, and standards of the HHS Information  
         Security Program.
   3. We ensured all electronic information systems and data collection met security assessment and 
         authorization (SA&A) prior to the contract, in compliance with all applicable HHS, CDC, FISMA, HIPAA,     
         NIST, and other federal policies and regulations.

Applicable Cybersecurity Standards and Regulations
        •        • Federal Information Security Modernization Act (FISMA)
        • Risk Management Framework (RMF)
        • FedRAMP
        • FAR Clause 52.204-21
        • DFARS Clause 252.204-7012
        • National Institute of Standards and Technology (NIST) SP 800-171
        • NIST SP 800-171A
        •        • NIST SP 800-172

Does your agency have similar coding and data management needs? Contact us today at (301) 497-1187, or 
through our website at healthcareresolutionservices.com.


